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ABSTRACT 

Energy storage system (ESS) is essential for tackling energy issues, particularly in rural areas where sustainable, 
effective energy management is necessary. We aim at two main goals in this paper. As a first step, it understands 
and analyses key parameters that determine the state of health (SoH) of ESS for the better performance and 
endurance of ESS. Second, it presents an IoT-based framework for real-time monitoring and management of 
energy in order to optimize its usage and storage. This paper first analyses the factors affecting the SOH of energy 
storage systems such as charge-discharge cycle frequency, temperature cycle, and aging rate. These methods are 
examined using analytical approaches and simulations to assess and identify areas for optimization of the 
parameters. Simultaneously, an IoT-enabled framework is emerged such as sensors, communication protocols, 
and data analytics tools for real-time monitoring and efficacious energy management. The findings indicate the 
significance of SOH parameters with respect to energy storage performance and the potential for both design and 
structural optimizations leading to efficient operation of ESS. By predicting energy consumption and distributing 
load intelligently, the proposed IoT architecture shows more efficient energy utilization. Such integrated 
enhancement improves reliability and sustainability across energy systems. Finally, the paper highlights the need 
to monitor the states of health (SoH) parameters for each battery pack and combines the IoT to produce smarter 
energy management solutions. The results of this study may lead to the design of more efficient, sustainable 
energy storage systems — especially in the resource-poor rural environments. 

keywords: Energy storage system, state of health, Sustainable energy management, Energy optimisation, Real 
time energy monitoring, Rural energy solution, IoT based architecture.   

INTRODUCTION 
The environmental context has become vital to every energy consumer, as global requirements for power increase 
and ecological issues amplify the need for more efficient methods of energy management[1]. This is where IoT 
technology comes in so handy; It helps to integrate and optimize different parts of an energy system[2]. With IoT's 
real-time data collection, analysis, and responsive actions it can vastly enrich energy use efficiency that will go a 
long way — not only help meet the broader environmental goals such as reducing carbon footprints but also 
systematically conserve natural resources[3], [4]. This is reinforced even more by the introduction of next-
generation Energy Management Systems (EMS) that work to leverage resource consumption levels with 
renewable energy sources and National Grid alike[5]. This is based on the intuitive idea that solar-plus-storage 
systems can easily reduce operational costs to zero for residential and industrial microgrids[6], by combining low-
cost renewable generations which are time-varying with battery storage systems observing non-trivial utility tariffs 
at different times of the day[7]. 
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Figure 1:  Active household in the energy management 
market(https://www.statista.com/outlook/cmo/smart-home/energy-management/worldwide) 

A recent market research study predicts that the global IoT-enabled energy management systems (EMS) market 
is poised to experience significant expansion as more businesses look for efficient clean tech-friendly solutions[8], 
[9], [10]. This adoption is being particularly pronounced in regions like Asia (323.9 million households) and the 
USA (74,5 million households), especially in residential and industrial sectors where the introduction of IoT 
enables operational efficiency as well as reduces energy consumption in Japan, South Korea, and the GB are also 
seeing growth (again due largely to supportive government policies on emissions reductions). Figure 2 shows the 
forecasted EMS market growth from 2023:2032, where its global (blue line) reaches grows to >100 billion USD 
by the end of the year for both lines while the U.S. market stays level until year 7 and jumps up over $10B at this 
point next Year. This supports increasing global demand from hot IoT markets in Asia and the US[11]. 

 

Figure 2: Energy Management Market 
Growth(https://www.fortunebusinessinsights.com/industry-reports/energy-management-system-

market-101167) 

While IoT energy management systems have much promise, one of the biggest hurdles to clear is getting this next 
generation of technology right with energy storage[12] — particularly in a manner that can both store traditional 
and green forms[13]. However, a gap exists between the theoretical benefits of IoT and its practical application 
due to inadequacy in current methodologies that are employed which do not optimize for energy efficiency[14]. 
This survey thus aims to close this gap by identifying and synthesizing the relevant features and classes of 
sustainable energy storage parameters for an IoT-controlled system[15], [16]. It also analyses the cost-
effectiveness of grid-connected Vs stand-alone EMS, especially under FiT circumstances enabling it to have a 
reliable basis to develop better scalable and eco-friendly energy management solutions[17]. 

This study is not just academically illuminating it has straightforward implications for when we consider and 
implement programs about energy management going forward. This work also helps define the constitution of 
stimuli that will deliver next-generation technologies for energy storage, addressing both improving efficiency 
and reducing carbon footprint in the context of global sustainability indices[18]. The results of this study underline 
various cost-effective aspects for the targeted EMS models, e.g., that about 32.0% on average per day can be saved 
by employing an on-grid model instead of using an off-grid one (illustrations). This will have implications for the 
design of next-generation energy management systems, with wider applicability to industrial applications, smart 
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cities, and residential consumption[19]. Additionally, this study will serve as a critical research input into the 
expanding realm of IoT-enabling technologies by providing insights that may support further innovation and 
interest in this very global sector which can ultimately be used to shift towards more sustainable forms of Energy 
Management across different regions[20], [21]. 

The paper is structured as follows: Section 2 presents an extensive review of the state-of-the-art in IoT EMSs 
through a variety of research papers, discussions on current technologies, and trends that create the basis for further 
investigation. This is a section that describes the research methodology used to investigate systems and their 
design and how data was collected and created on it. The key components of an IoT-enabled EMS, their 
communication protocols, and functions that enable intelligent energy monitoring and control are described in 
Section 4. Section 5 discusses the corresponding problems, including scalability (native token), security, and data 
privacy in these systems, it provides some practical recommendations for how to do so. The conclusion of the 
study is addressed in Section 6, which summarizes the main results and also emphasizes IoT-enabled EV charging 
by outlining open issues that pave the way for future research as well are practical implementations. 

PROBLEM FORMULATION  
The rapid growth of renewable energy sources and the increased need for sustainable energy solutions have led 
to an increase in the prevalence of energy storage systems. These technologies are crucial for preserving grid 
dependability and stability as well as for balancing supply and demand for electricity. The fundamentally 
unpredictable nature of renewable energy sources and the wide range of energy consumption patterns, however, 
make it difficult to control and optimize energy storage in real time. Rules-based or static schedules, which are 
widely used in traditional energy management techniques, are ill-suited to evolving energy generation and usage 
patterns. As a result, energy storage systems might not be used to their full potential, which could result in 
inefficiencies, higher prices, and less effective use of renewable energy sources. This research thesis intends to 
create an IoT-enabled predictive energy management system that makes use of machine learning approaches to 
optimize sustainable energy storage in order to address these issues. In order to predict energy supply and demand 
patterns with accuracy, the proposed system will use real-time data from IoT sensors deployed in energy 
generation and consumption points. The system will use machine learning techniques to dynamically change 
energy storage operations and optimize energy dispatch by fusing these predictions with historical data. 

OBJECTIVES 
This paper has two main objectives  

1. To identify and analyze key parameters for optimizing energy storage systems. 

2. To design an IoT-based architecture for real-time energy monitoring and management. 

LITERATURE REVIEW 
IoT-enabled energy management systems (EMS): Studies in the literature are evidence of how IoT transforms and 
improves sustainability, efficiency, and automation for both consumption as well storage when it comes to energy. 
IoT-driven EMS — uses real-time data for energy generation and distribution management on a dynamic basis 
are proven mechanisms to maximize power use, seamlessly integrating with renewable resources like solar and 
wind. They have been shown to offer the promise of improving grid security and stability, reducing carbon 
footprints, and providing significant cost savings. However, challenges such as scalability, interoperability, and 
security are still very much up for further investigation. 

The table in Figure 3 shows the completeness of 27 documents on Scopus, evaluating each fields based on its 
availability. Metadata categories: 0% missing data, rated as “Excellent” (AB—Abstract; C1—Affiliation; AU — 
Author Addresses; DT-Document Type]; JI-Journal Title = SO-[Full Journal Name]; LA-Language of 
Publication); CR-Copyright_Information= [Authors'Rights‐Copyright Info ); PY-Publication Year]: TI[Title]). In 
Cited References (CR) and DOI( DI), only 3.70% of the values are missing so these fields fall under "Good" 
DATASET Keywords (DE): 11.11 % – Acceptable Keywords Plus (ID): Missing: 22,22 % Corresponding Author 
(RP ) -Missing: 29.63% — Poor Particularly notable is that 100% of the Science Categories (WC) data have not 
been provided at all; This analysis helps to improve the completeness and accuracy of our research documentation, 
by bringing attention areas that we see incomplete metadata. 
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Figure 3:  Completeness of bibliographic metadata  

ResultsIn this section, we present Figure 4 which offers an infographic depiction of a summary of the main metrics 
accompanied by scientific publications from 2018 to the forecasted year level up until the fourth transformation 
period (2024). The content analysis recognizes 27 documents from various publications (24 unique) with 
a significant annual growth rate of +38.31%. No single-author papers are represented, and the 122 researchers 
authored each of these papers sorts. International co-authorship is 48.15%, revealing high levels of global research 
collaboration, with an average number of authors per document as much as 4.63 The dataset also includes 113 
unique author keywords and cites a total of 1,478  with an average age for cited documents being 1.3 years. The 
average number of citations per document is 20.44. The papers span 15 separate topic areas, including energy 
management, IoT plus predictive analytics, and more. The dataset is representative of the truly interdisciplinary 
character of our research and is in alignment with recent emerging trends toward technology and sustainability. 

 

Figure 4:  infographic detailing key metrics on scientific publications 

Figure 5 shows the trends in average citations per year from 2018 to 2024, which began at about only slightly 
more than ten two years ago and continued marching upwards to peak—by nearly reaching fifteen on average—
in two years. But then in 2024, there's a dramatic falloff, with the number of citations falling into the mostly under-
5 range by 2023 and dropping to near-zero for almost every item from that year on. Bradford's Law [Figure 6] 
shows how the articles are distributed across ranked sources. Figure 6 illustrates the output by source over time, 
with a ‘flat core’ of grey shades showing where most articles are produced (between 1.5 and 2) with rapidly 
diminishing rates behind this, emphasizing not only the role but also function of our traditional gate-keeping 
mechanism in promoting relevant literature to be read or evaluated for further use ((Merton)) The university is 
appointing opinions therein. Disclaimer: Initial version error concerning total number n=152 was used, depicting 
some journals as more productive than others The chart in Fig. 7 shows cumulative term occurrence from 2017 
through to the year of publication (2024) with Solar Energy, Sustainable Development, Systems, and Electrical-
Energy Storage having significant growth during this period but particularly after 2020. Many other energy-based 
terms are also growing well over time, such as Charging (Batteries) and Energy Efficiency among others; with 
post-2021 trends positive for most of them suggesting the increasing degree to which IoT, renewable energy along 
sustainability are reflected in research. This analysis illuminates the changing trends and priorities in energy-based 
research with time. 
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In Figure 8, the main and central node corresponds to the "Internet of Things" (IoT), making this a co-occurrence 
map that relates research topics with keywords/concepts. More directly connected terms are "energy efficiency," 
"energy management," and even just more broad "sustainable development", all of which sort of interact in this 
network with IoT around energy. Topics related to energy are clustered in the network as well, of which 
"renewable energies" and "electricity storage" nodes lead on one hand; technology-centric ones that contain 
electric vehicles (EVs) and charging stations. Node size reflects either the importance or frequency of the topic, 
while connections represent how frequently these topics are studied in conjunction (interdisciplinary research). In 
next Word cloud (Fig.9) shows the importance of IoT in the field of energy management and sustainable 
development as central words used for search queries. The same cloud-ready technology, deployment models, and 
APIs apply to energy efficiency upgrades, digital storage, or the use of electric vehicles and renewable sources of 
power battery charging systems. In addition, the word cloud also reflects that an important way to the sustainable 
development of both wind and solar generation is in combination with energy storage contributing fully integrable 
short- or long-term. The enablers here are based on smarter grids machine learning concepts and tools as well as 
generic E-Systems improving electric power distribution (EPD) relating directly to climate change. 

Our review encompasses both different types of documents to provide a comprehensive view of energy 
management systems enabled by the IoT. This response provides valuable points on the challenges and best 
practices in utilizing IoT technologies for efficient sustainable energy storage, these documents are useful to 
understand. This review sets the groundwork to navigate through complexities related to energy management by 
scrutinizing data security, interoperability, scalability (and many other attributes including cost). In providing this 
more focused analysis, the broader real-world context and any suggested solutions to drive IoT-driven energy 
systems might also be taken into account. 

The literature review of[22] revealed the background of industrial ESS and conventional battery management, 
with a greater focus on optimization issues such as rapidly charging rates conflicting with signed high capacity. It 
indicates the missing link in research that integrates multiple digital technologies into battery-management 
systems (BMS). At an essential level, the article suggests the incorporation of wireless sensor networks (WSNs), 
IoTs, and AI systems with machine learning models over cloud and edge computing blockchain technology into 
BMS. Conclusions drawn indicate that the performance, monitoring, and optimization of batteries can be greatly 
improved with these technologies which offers guidance on areas for future improvements. 

The study of literature[23] on street lighting systems improvements focuses mainly on the Internet of Things (IoT) 
as a facilitator to automate different sectors, aiming at solving efficiency problems for most manual control 
traditional street lightings that waste energy. The researchers will outline a novel approach to an adaptive street 
lighting system that employs intrinsic-autonomic decision-making modules (IAMs) altering light intensity in 
response to real-time traffic and occupation sensor data. The system consists of double solar panels seeming as if 
they are covered on the top, the intelligent electric grid also covers the side with supreme technologies like LoRa 
networks, infrared sensors, and Raspberry Pi to control all such setups which leads toward high energy efficiency 
with zero waste management exposing a need lacking of extensive research work conducted about auto street 
lighting solutions. 

 

Figure 5:  Average citations per year 

Review of [24] on smart building literature of technological solutions for efficiency, sustainability, and resource 
management. It uses smart sensors, meters, and wireless gateways for data capture that connect to the Internet of 
Things (IoT) creating a virtual control room that gives operational simplicity in managing various assets. An 
architecture for smart building control addressing islanded operations during outages has been proposed in the 
form of a primary controller that controls energy use, battery charge state, and load classification. Among 
the principal results are increased resilience and efficiency, while simulation has proved a cut in expenses. There 
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is an imperative from the review to conduct future research on technology integration and how it influences 
building efficiency. 

Review of [25] WoT and Edge Computing combine smart objects with web-based architectures (from a literature 
review perspective) in the light of sustainable growth and consuming fewer resources. While WoT adds a 
decentralized element to IoT enabling scalability & efficiency, edge computing addresses the computational 
requirements of IoT by bringing processing capabilities closer to the end user thereby reducing the load on central 
data centers. This paper provides a survey on kinetics, the architecture of edge computing, and challenges in 
bandwidth constraint or energy consumption. It illustrates the importance of studying the performance of WoT 
with different edge architectures and concludes that integration will improve responsiveness and resource 
efficiency. 

This paper[26] presents a brief literature review on combining solar power with supercapacitors for Internet of 
Things (IoT) devices, and it discusses how new findings are being made to support the energy requirements of 
portable technologies in this modern era. The future of IoT. Contributors as the development and deployment of 
IoT continue to grow, and so does the importance -- if not urgency — for sustainable energy solutions to support 
it. In this paper, the benefits of supercapacitors compared to standard batteries are studied owing to their relatively 
higher energy storage properties and environmentally friendly nature. A more efficient and greener 
supercapacitor-driven smartphone is studied in its preliminary simulations, showcasing key experimental 
observations. Further research needs also relate to the long-term behaviour and commercial candidate viability of 
this integration, for which gaps still exist. 

 

Figure 6:  Core source by Bradford’s Law 

According to [27]he connected devices in its scope include solutions for how to keep remote or otherwise difficult-
to-access sensors alive longer without having the possibility of replacing their batteries frequently as well. The 
paper analysis outlines solar energy and heat exchange as a possible power source for IoT devices, to improve 
self-sustainability which results in longer depreciation. The key findings summarize that these technologies can 
substantially mitigate maintenance needs and costs with promising results from trials in simulated environments. 
However, the long-term applicability of these solutions is still not clear. More research is needed to improve the 
use of this concept in a wide variety of real-world applications for sustainable power management for IoT. 

Literature review of[28] related to Internet of Things (IoT) integration with Renewable Technologies, focuses on 
how IoT technology can be used to increase the efficiency and reliability of power systems which could work as 
smart management generators towards renewable sources such as Solar (Solar PV/ Thermal) or wind. The IoT 
enables real-time monitoring, intelligent load balancing, and energy storage options which can stabilise the grid 
as a whole giving rise to smart grids along with an efficient management system for your power usage. Yet, data 
security and privacy challenges coupled with a requirement for standardized communication protocols hamper its 
widespread commercial adoption. This research, which focuses on the Internet of Things significantly improves 
electric vehicle functionality and suggests running more projects for its amalgamation with artificial intelligence 
(AI) and machine learning technologies to lead renewables forward. Future research could fill these gaps and 
contribute to creating a more sustainable energy landscape. 

The literature review of [29]describes solar household energy management systems, such as Household Energy 
Management Systems (SHEMS), which are aimed at the fact that demanding global energy is ever higher and 
leads to inefficiencies in the transmission of the same through existing infrastructure problems. Owing to the 
widespread adoption of domestic gadgets and electric cars, conventional utilities remain a core part of most 
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households worrying environmentalists due to emissions that cause greenhouse gases. SHEMS utilizes 
the Internet of Things (IoT) to sense and regulate energy consumption in real-time while central control interfaces 
with local appliance API use. Despite these effects, our review has identified potential research gaps in the 
economic implications and energy storage integration as well as the sustainable effectiveness evolution of this 
technology for different socio-economic contexts. In the future, studies should improve and optimize energy 
strategies envisioned here as well as better economic benefits financial analysis determinations, 
and environmental impacts. 

 

Figure 7:  words frequency over Time 

In addition, a review of [30]the systematic literature review of IoT in EVs emphasizes its key role in the Fourth 
Industrial Revolution else wise energy management and power consumption optimization are just in need. That 
process will still require large investments in infrastructure and new laws to enable EVs, but it's inevitable. Battery 
longevity and safety also mean charging estimation has to be accurate. IoT enhancements benefit the end user and 
environment, however still need to be optimized on power management solutions developed, along with policy 
being put in place. The review pushes for more work that can fully appreciate the capacity of IoT in improving 
battery management and real-time monitoring which it identifies as a quality tool to change EV usage patterns to 
solve environmental challenges -and cause ecological goodness. 

Overall, according to [31], the sector is one where there are big gaps against our recycling ambitions in lithium-
ion batteries (LIBs). Since LIBs play a fundamental role in the operation of IoT devices, electric vehicles, and 
renewable energy systems its global adoption has caused serious environmental concerns, due to battery waste 
disposal that often ends up piling up in landfills. However, current recycling techniques are lacking and may not 
effectively recycle mixed-chemistry batteries for valuable components such as cobalt. Current recovery 
technologies also reference limitations, and they underscore the need for new processes that are implemented in 
an eco-friendly strategy to provide LIBs with a circular economy. Such research for recovery of valuable metals 
from electronic waste would help to recycle efficiently, and sustainably and address current challenges. 

Discussion The literature review of [32] on IoT-based street lighting systems presents a list of critical points and 
also discusses directions for future work. A system with IoT sensors on a smart electric pole and control suit 
integrates techniques to adjust LED lamp intensity according to traffic flow and occupancy. Mesophic LED 
designs, replacing traditional metal halide lamps — 90% Energy savings A Pulse Width Modulation (PWM) 
dimming technology is employed by the system through a DALI controller, and it includes renewable energy 
sources such as PV solar panels with battery storage operated by an adaptive MPPT-based charging algorithm. 
The results from experiments and simulations indicate that the proposed approach saves a substantial amount of 
energy with less carbon emission when compared to traditional systems in different scenarios, such as highways 
and residential areas. There continues to be a need for exploring the long-term performance and scalability of the 
dynamic algorithm, as well as its integration with diverse energy sources in future works. 

The paper [33]derived from this research on the Intelligent Energy Management System (IEMS) for off-grid PV-
battery systems shares some key conclusions and demonstrates how our work can direct future studies. The IEMS 
consists of an Industrial IoT device, Solar PV arrays, and Battery Backups with the help of IIoT they can manage 
power, battery systems &load distribution optimally. Strategies include Maximum Power Point Tracking (MPPT), 
battery State of Charge (SOC) balancing, and adaptive load management with access to data from diverse real-
time pools. Because of this open architecture, a cloud-based platform will allow for remote monitoring and data 
analysis. The evaluation, including MATLAB simulations and the Thing Speak IoT platform, illustrates that the 
IEMS efficiently intensifies energy production/storage/consumption for off-grid usage. This is not a new concept, 
but the results of its simulation reinforce that combining it can be an efficient and sustainable way to manage 
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energy. However, for further research, it could be interesting to study the scalability of this system under variations 
in environmental conditions and evaluate the long-term reliability of the proposed strategies. 

The goal of this paper[34] is to present a scalable, equitable grid-tied solar system design for energy production 
and IoT-based power monitoring available using MATLAB/Simulink simulation. The main points emerge that 
combine well a grid-tied model in the presence of an internet-of-things-based power measurement system, along 
with reducing overall battery storage. The system is specified to operate under variable irradiance conditions and 
provides a maximum output of 2056W @1000. The experiments indicate the practical viability of the system, 
providing an effective and convenient way for solar power exploitation application as well as monitoring. Despite 
this, significant holes in understanding the system performance across different environmental conditions and its 
scalability for larger applications still exist. 

This paper [35]explores an innovative approach to converting the daily temperature fluctuation of ambient into 
energy to power wireless IoT sensing systems that are self-sustaining. Other discoveries include the successful 
incorporation of thermos-electric cells (TECs) and phase change materials (PCMs), to capture temperature 
changes from the environment for electricity production. The experimental study shows that TEGs are capable of 
converting heat wasted from temperature fluctuations to useful electric power, which will present a remedy for 
limited capacity and environmental friendliness by current traditional powers. It would demonstrate that self-
powered sensing systems based on TEGs and PCM temperature differentials could keep a certain temperature for 
long periods, maintaining stand-by functionality as well. Nevertheless, some gaps need to be filled in the study 
related to the performance of TEGs for betterment of PCM properties and Gas sensor integration. Such systems 
should be considered for future studies to improve efficiency and scalability, as well as environmental impact 
assessments which make these methods practical while aligning their use with goals of sustainability. 

This paper [36]proposes a new hybrid energy system by integrating solar generation, battery storage, and green 
H2 production with IoT/AI to optimize the performance of components. Key results showed the ability of real-
time monitoring and control at a system level, to allow optimal coordination among solar panel batteries hydrogen 
production units. NEWGEN utilizes AI algorithms for data analysis and power flow optimization, which plays a 
major key role in effective energy management to be stable and efficient. That said, the study does highlight some 
negatives in how this system works on a practical level — mostly that real-time data transmission and integration 
need further development. The limitations of the current study suggest future research should prioritize enhancing 
robustness and scalability in AI algorithms to ensure sustainability across a variety of operational scenarios. 

 

Figure 8 : Co-Occurrence Map That Relates Research Topics with Keywords/Concepts 

Review of[36], [37] Sustainable energy storage in the context of circular economy: A review of emerging 
developments within battery-making landfills and recycling sites Key research findings from these projects 
evaluate sustainable materials for batteries and fuel cells, multifunctional materials for energy storage and 
implementation of the integration between IoT technology devices with energy storage. This review provides an 
overview of the advantages and remaining challenges of these sustainable approaches. In general, opportunities 
include a new focus on executing beneficial use and generation of knowledge about this right-sized solution to 
pyrolysis technologies While gaps are identified in the research needed for the lifecycle management from cradle-
to-cradle such as waste prevention. And recycling the study says that second-life applications and recycling 
processes must be integrated into imaginative designs to make energy storage systems more sustainable. These 
problems will need to be addressed in future work, as well efforts should be put towards developing and refining 
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solutions that can serve practical implementations for storage systems through overall efficiency and 
environmental performance improvements. 

This paper[38] is research on the integration of EVs, RES, and IoT for sustainable transportation service and 
energy management. Key findings of the study suggest EVs can lower carbon footprints and urban pollution, 
while also improving energy efficiency. Many tasks remain for their future progress, with the most important ones 
being charging infrastructure and standstills [50], V2G capabilities of vehicles themselves [7] as well as a thorough 
integration in existing power grid operation routines. The paper demonstrates how IoT can also minimize energy 
consumption with the implementation of smart charging stations and real-time data analytics. The paper points 
out deficiencies in standardized communication protocols and cybersecurity, arguing for stakeholder cooperation 
regarding new business models and policies to realize the full potential of DEMS. Conclusions Improved tool 
support for understanding integration effects across projects thus holds promise to substantially improve both 
practice and research in the future, but several challenges also need attention by researchers. 

The importance of paper[39]  is to correct estimation of the State of Health (SOH) and prediction for Remaining 
Useful Life (RUL) especially in industrial use has been addressed by a review paper. Some takeaways include 
revealing the wide range of pathways available now for evaluating battery health, largely a result of AI and big 
data analysis development as well as growth in the Internet of Things (IoT). The paper will publish a review of 
sorted approaches using public battery datasets that point out the trade-off of each approach. Key gaps include 
better methods for battery health estimation and life prediction to increase reliability, as well as lower cost of 
battery management systems. The review ends by re-iterating the possibilities for future research and challenges, 
an evaluation of its techniques needs further development and there are technical limitations in current systems 
that provide new solutions to address existing problems that arise from battery health management.  

A comprehensive article[40] discusses the incorporation of advanced technology and predicting algorithms to 
improve renewable energy utilization; solar in particular on residentials. Major insights are around using machine 
learning-based predictive algorithms to predict energy consumption and better manage electricity by adjusting for 
changes in the weather forecast, selling the surplus back into the grid dynamically. For residential photovoltaic 
(PV) systems, this method can improve utilization efficiencies so that PV will economically answer future energy 
demand while supporting real-time management and control. But much of the technology remains siloed and there 
are gaps in scalability to suit varied household requirements, with differences between geographical landscapes. 
Similarly, whilst energy storage and IoT create greater or more flexible means of managing), it remains a challenge 
to ensure return on investment (ROI) together with societal inclusiveness. These technologies together thus help 
in developing a more resilient, decentralized, and sustainable energy infrastructure as a whole but have room for 
further study to enhance their integration and scalability. 

In this study of[41] , an on-grid energy and aux. Temperature control system for Electric Vehicle (EV) charging 
stations by integration of solar-battery storage with switchable glazing system incorporated passive HVAC was 
suggested. The system is paired with rooftop solar photovoltaic (PV) installation and a Vanadium Redox Flow 
Battery (VRFB) for long-duration storage as part of the same project to improve energy security and enable 
sustainable transportation. Dynamic environmental requirements are met by IoT-based smart scheduling for 
optimal feed-in of solar PV, VRFB storage, and local grids. The testing has shown that the system remains 
effective across all of these scenarios, but there is still a need to investigate further how we can make it better in 
terms of scalability and performance specific for each context. 

According to the paper[42] Provisioning electric vehicle (EV) charging in office environments is challenging as 
it often involves manually connecting vehicles to chargers, only limited options are available for employees who 
want EVs and safety concerns arise given the wiring infrastructure present while lacking dynamical capabilities. 
The WPT system features renewable energy resources (RER)‐solar and battery as well as using the Internet of 
Things technology to facilitate efficient, sustainable charging. As the vehicle is parked, it starts to charge 
automatically and updates directly through the Blynk application. Case study: 95.9% IRR and cut annual carbon 
emissions to 173,956 kg CO2 While effective, additional research is needed to improve scalability and 
compatibility with legacy systems. 

Article [43] starts with a general introduction to the Internet of Things (IoT), the IoT application is dependent on 
an energy storage system that offers power to numerous quantity sense nodes that are immobility, interconnected, 
and data connectivity. The key results reveal a detailed description of IoT building blocks and the importance of 
energy storage technologies, i.e., batteries or supercapacitors. The chapter asserts that these devices should be 
designed to deliver the maximum output performance as small and efficient as possible. It further elaborates on the 
sustainability part providing an overview of recycling energy storage systems by using eco-friendly ways. While 
the whole field has been looked at there are some gaps around more in-depth exploration of emerging technologies 
in energy storage and how these fit with IoT systems. Sustained efforts through future research are needed to cater 
to this growing demand by improving storage technologies, devising novel design strategies aimed at increasing 
efficiency, and identifying more sustainable recycling processes. 
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The research[44] presents the growing need for environmentally friendly and efficient charging solutions due to 
the escalating proliferation of Electric Vehicles (EVs). A solar-fed EV charging station integrated with IoT 
technologies for online monitoring, control, and data analytics. Major takeaways: The PV canopy system helps to 
minimize the carbon footprint and emphasizes renewable energy. The study may promote the optimization of (i) 
solar panel arrays, for specific rooftop layouts and geometries; and (ii) energy storage systems together with 
dynamic load control using Internet-of-Things solution. Although they prove the scalability and efficiency of this 
system, there is still a lot to do to improve solar configurations as well as optimize IoT integration for stability 
and sustainability under different environmental settings. 

This study [45] focuses on edible rechargeable batteries developed out of food-derived products — a healthier 
and more environment-friendly option compared to traditional toxic battery sources. The geometry difference of 
this battery structure causes the capacity values to be 20 µAh, and it can also work for two weeks within 
a temperature range from 0 °C -37°COTFPnew architecture not only has advantages with different temperatures 
but is like an answer/reaction route exam suitable to agrifood/medic health impacts which includes limited setting 
use on power demand. The battery can power a commercial IoT module at roughly 2V but impediments in 
capacity, stability, and architectural constraints indicate further research is required to improve performance as 
well as increase the use cases. 

 

Figure 9:  Importance of IoT in The Field of Energy Management and Sustainable Development 
as Central Words Used  

The results of this research[46] underline the severe importance of sustainable power supply solutions and lead to 
a demand-side load management policy perspective in residential buildings' energy utilization. This paper 
establishes an energy-focused production control, which regards electricity as a scarce resource and forces it to 
adjust the demands under variability of prices concerning supply to save operating costs. The research paper talks 
about a real-time interaction platform for better management of demand side response and the quintessential role 
being played by IoT technology as well as Data analytics. Although such advancements in PVs and BESS bring 
a potential solution to higher demands by an apartment building, investigating other integration challenges and 
hybrid configurations might be beneficial for even more reliability as well as the efficiency of the system. 

The current study of [47] addresses the pressing issue of rapidly increasing energy demand with rapid 
technological progress and exponential urban population increase, considering electricity generation limitations 
due to environmental, technical as well as economic effects. It recommends the use of Home Energy Management 
Systems (HEMS) with IoT support to fine-tune consumer's usage patterns. This paper proposes a new 
metaheuristic called the Grey Wolf and Crow Search Optimization Algorithm (GWCSOA) for scheduling 
applications in the Home Energy Management System. Results revealed that the integrated use of HEMS to 
GWCSOA can lead to a 25.98% reduction in daily cost charges, more than 30% decrease in PAR, and increased 
consumer satisfaction (loyalty) but calls for greater diversity testing and integration sources of energy with carbon 
growth limitations such as some renewable resources will be needed aid by price cuts or governmental subsidies 
which has shown over past decades dwindling support across Duke Energy ratepayers. 

In this paper[48] , we describe a comprehensive survey in the area of the Internet of Things (IoT) for smart wireless 
devices with an emphasis on use cases concerning environmental restrictions and issues associated with their 
battery power limitations. It bears out the fact sustainable powering portable IoT devices was justifiable using 
ambient energy harvesting. The author reviews the different energy harvesting technologies—mechanical, solar, 
wind, sound vibrations RF, etc —and shows that power densities vary by orders of magnitude from picowatts/cm2 
to watts/cm3. This perspective review punctuates the requirement of effective energy storage and management 
policies if IoT is to continue bursting with plutocratic exuberance. This paper points out the need for some critical 
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advances, largely in energy harvesting efficiency and nanofabrication that stand to be filled with future technology 
innovation -- such advancements are required for successfully realizing self-powered IoT applications. 

Table 1: Key Focus Methods/Technologies Results Limitations of litrature Review. 

Sr. 
No
. 

Topic Key Focus Methods/Technologi
es 

Results Limitations 

1 Review of 
green 

computing 
for data 
centers 

Sustainable 
computing, 

energy 
efficiency, 

carbon footprint 
reduction 

Virtualization, 
energy-efficient 
cooling systems, 

server consolidation 

Improved energy 
efficiency and 
reduced carbon 
footprint in data 

centers 

Lack of 
standardization 

for green 
computing 

2 Predicting 
Remaining 
Useful Life 
of lithium-

ion batteries 

Battery health 
prediction using 
AI techniques 

LSTM models, NASA 
Li-battery datasets 

Improved accuracy 
in RUL predictions 

Limited datasets 
and high 

computational 
cost 

3 IoT in 
healthcare 
systems 

IoT applications 
for patient 
monitoring 

Wearable sensors, 
cloud computing, real-

time data analytics 

Enhanced patient 
care with real-time 
health monitoring 

Data privacy 
concerns 

4 LSTM-based 
RUL 

prediction 
models 

Time series 
prediction in 

industrial 
systems 

Long Short-Term 
Memory (LSTM) 
neural networks 

High prediction 
accuracy for RUL 

in industrial 
systems 

High training 
time and data 
dependency 

5 Blockchain 
technology 

for 
cybersecurity 

Securing digital 
assets through 
decentralized 
technologies 

Blockchain, 
encryption, smart 

contracts 

Enhanced 
cybersecurity and 

transparent 
transactions 

Scalability and 
energy 

consumption 
concerns 

6 Cyber-
attacks on 

IoT networks 

Vulnerabilities in 
IoT systems 

Anomaly detection, 
intrusion prevention 

systems (IPS) 

Improved detection 
of cyber-attacks 

Complex 
deployment and 

high false-
positive rates 

7 AI 
techniques 

for leaf 
disease 

detection 

Image 
classification 
using deep 

learning 

Convolutional Neural 
Networks (CNNs) 

High accuracy in 
identifying leaf 

diseases 

Limited training 
data and model 

complexity 

8 Convolution
al Neural 

Networks in 
Battery 

Management 
Systems 

Optimizing 
battery health 

predictions using 
CNN 

CNN models for 
image classification of 

battery states 

Improved 
performance in 
battery health 

prediction 

Requires large 
datasets for 

training 

9 CNN 
architecture 
for rose leaf 

disease 
detection 

Detecting 
diseases in rose 

leaves using deep 
learning 

Sequential CNN 
architecture with 
Conv2D layers 

Higher accuracy in 
disease 

classification 

High 
computational 

resources 
required 

10 Integration 
of LoRa with 

IoT-based 
systems 

Real-time data 
transmission for 

battery 
management 

LoRa networks, IoT-
based communication 

Real-time battery 
monitoring and 

data transmission 

Limited range 
and bandwidth 



Frontiers in Health Informatics 
ISSN-Online: 2676-7104 

2024; Vol 13: Issue 8 

www.healthinformaticsjournal.com 

Open Access

2245 

 

 

Sr. 
No
. 

Topic Key Focus Methods/Technologi
es 

Results Limitations 

11 IoT-based 
logistics 

management 
systems 

Optimizing 
logistics through 
IoT technologies 

IoT sensors, cloud 
storage, real-time 

tracking 

Enhanced logistics 
management and 

resource 
optimization 

Connectivity 
and security 
challenges 

12 Review of 
CNN models 

for image 
classification 

Comparative 
analysis of CNN 

models 

CNN architectures, 
deep learning 

techniques 

Improved image 
classification 

accuracy 

Model 
complexity and 

overfitting 
issues 

13 Energy-
efficient 
wireless 
sensor 

networks 

Energy 
management in 
wireless sensor 

networks 

Energy harvesting, 
data aggregation 

algorithms 

Prolonged network 
lifetime and energy 

savings 

Limited energy 
sources and 

network 
scalability 

14 Secure IoT-
based smart 
grid systems 

Cybersecurity 
challenges in 
smart grids 

Encryption protocols, 
anomaly detection 

Enhanced grid 
security and data 

protection 

High 
implementation 

cost and 
scalability 

issues 

15 Optimization 
algorithms 
for battery 

management 

Energy 
optimization in 
BMS using AI 

Grey Wolf 
Optimization 

Algorithm (GWO) 

Significant 
improvement in 

energy efficiency 

Algorithm 
complexity and 

convergence 
time 

16 Wireless 
sensor 

networks in 
agriculture 

IoT applications 
in precision 

farming 

IoT sensors, real-time 
data analytics, 
wireless sensor 

networks 

Improved crop 
monitoring and 
yield prediction 

Network 
reliability and 

scalability 
issues 

17 Smart home 
energy 

management 
systems 

Optimizing 
energy usage in 

smart homes 

Home Energy 
Management Systems 
(HEMS), IoT devices 

Energy savings and 
real-time control 
over appliances 

Privacy 
concerns and 

high initial cost 

18 Machine 
learning for 

medical 
diagnosis 

Predictive 
models for 

disease diagnosis 

Machine learning 
algorithms, medical 

datasets 

High accuracy in 
disease diagnosis 

Data privacy 
and ethical 
concerns 

19 AI-powered 
solar 

charging 
stations 

Integration of AI 
with renewable 

energy 

Solar energy, AI-
powered optimization, 

IoT 

Efficient energy 
management for 

EV charging 
stations 

High initial 
setup cost and 

technology 
limitations 

20 LSTM 
models for 
predicting 
battery life 

Battery life 
prediction using 

LSTM 

LSTM neural 
networks, time series 

data 

High accuracy in 
RUL prediction 

Long training 
time and large 

datasets 

21 Challenges 
in wireless 

EV charging 

EV charging 
using renewable 
energy and IoT 

Wireless power 
transfer, IoT, solar 

energy systems, Blynk 
app 

Achieved 95.9% 
IRR, reduced 
annual carbon 
emissions to 

173,956 kg CO2 

Limited 
scalability and 
safety concerns 

22 IoT-based 
energy 
storage 
systems 

Energy storage 
devices in IoT 
applications 

Supercapacitors, 
batteries, IoT 
technology 

Efficient energy 
storage for IoT 

sensors 

Recycling and 
environmental 
impact issues 
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Sr. 
No
. 

Topic Key Focus Methods/Technologi
es 

Results Limitations 

23 Solar-
powered EV 

charging 
stations 

Solar energy 
integration for 
EV charging 

IoT-enabled solar 
energy systems, 
dynamic load 
management 

Feasibility of solar 
charging stations 

for EVs 

Dependency on 
solar energy and 
grid integration 

challenges 

24 Edible 
rechargeable 

batteries 

Sustainable 
energy storage 
for low-power 

devices 

Riboflavin-quercetin 
batteries, IoT modules 

Proof-of-concept 
for low-power IoT 

devices 

Limited 
capacity and 

stability issues 

25 Demand-side 
load 

management 
for smart 

homes 

Energy efficiency 
in residential 

buildings 

IoT, photovoltaic 
systems, adaptive 
power utilization 

Intelligent power 
utilization and cost 

savings 

High 
implementation 

cost and data 
privacy 

concerns 

26 HEMS for 
smart grid 

optimization 

Optimizing 
energy usage in 

smart grids 

IoT-enabled HEMS, 
Grey Wolf, and Crow 
Search Optimization 

Reduced power 
costs by 25.98%, 
PAR by 30%, and 

enhanced 
satisfaction 

Complexity in 
real-time 

optimization 
and deployment 

27 Energy 
harvesting 

for IoT 
applications 

Sustainable 
power for IoT 

devices 

Energy harvesting 
(solar, mechanical, 

wind), MEMS devices 

Efficient power 
generation for IoT 

sensors 

Limited power 
output and 

dependency on 
environmental 

factors 

 
The table provides a technical overview of research topics across fields such as AI, IoT, energy management, and 
cybersecurity. Key focuses include sustainable computing (e.g., data center virtualization), predictive maintenance 
(e.g., LSTM for battery life), and smart systems (e.g., IoT in healthcare and logistics). Methods range from CNNs 
and LSTM neural networks to optimization algorithms (e.g., Grey Wolf) and blockchain for enhanced security. 
Results demonstrate improvements in energy efficiency, prediction accuracy, and system optimization, while 
limitations include high computational costs, limited datasets, privacy concerns, and scalability challenges. 

METHODOLOGY 
This review paper provides a thorough and systematic investigation into the realm of smart-grid-enabled energy 
management systems (EMS) particularly for effectively using sustainable energy storage in IoT technologies. 
Literature reviews The process starts with an exhaustive literature search, the idea of beginning in a systematic 
manner aiming to identify as many relevant articles and works mainly quantitative research published in good 
academic databases (including IEEE Xplore; ScienceDirect; SpringerLink; Scopus) as possible. The search was 
by a pre-determined list of keywords ignoring "IoT-enabled energy management," "sustainable energy storage," 
smart grids, renewable power incorporation, and machine learning in EMS. The search was constrained to studies 
published within the last decade to maintain the relevancy and maximal timeliness of this review. This study only 
included empirical data, simulation results, or theoretical contributions of the application of IoT for energy 
management and storage systems. Results Studies on non-IoT-based systems, studies that were not peer-reviewed 
and had insufficient detail about the methodology used in implementing machine learning techniques for crime 
prediction served as criteria for exclusion from this review. 
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Figure 10:  Methodology 

DATA EXTRACTION AND CATEGORIZATION 
After the literature was identified, a comprehensive data extraction process provided critical information gathered 
from each study. This operation involved gathering information about the Purpose and Methodologies used, Key 
Findings included as part of more than 4000 papers published on these topics, and Technological Frameworks 
Used in the execution of study problems addressed. Formally extracted data was further classified into sometimes 
overlapping thematic groups to permit a more regimented and thorough analysis. These categories comprised IoT 
architecture in EMS, optimization methods for ESs, the utilization of renewable energy sources (RES), and 
sustainability aspects. Secondly, in these types, the study specifically targeted on comparing managing sustainable 
energy storage features such as power capability and capacity, environmental and life cycle, and eco-friendly 
performance to IoT-based systems. We also presented a comparison study focusing on the cost-effectiveness and 
resource use related to the anabatic EMS model vs katabatic versions of off-grid versus on-grid systems 
integrating renewable energies such as solar (PV) systems with small wind turbines. 

ANALYSIS, SYNTHESIS AND EVALUATION 
The literature survey data was analyzed and synthesized in a copious way to present the detailed state of research 
into IoT-based EMS for sustainable ES. This included the same comparison and analysis of approaches, shaking 
out technology choices and results in each study to determine best practices, common challenges, and gaps in 
research efforts. Several significant insights emerged from the analysis regarding elements that affect 
the performance of IoT-enabled EMS, particularly in energy storage optimization across different contexts. These 
include more advanced machine learning models, like nonlinear regression and clustering techniques which 
provide valuable information about patterns in the energy data, hence significantly assisting in optimizing 
batteries. 

SYSTEM ARCHITECTURE OF IOT- ENABLED ENERGY MANAGEMENT SYSTEM 
The review also compared the principles for sustainable energy storage with what the scientific literature shows 
works well and where current systems fail. Among the comparisons, and perhaps most telling of all: overall on-
grid models provided significantly higher cost-benefit ratios than those in off-grid locations with solar energy + 
battery storage solutions. Two of the largest criticisms leveled against it were that current frameworks for secure 
IoT tools are nowhere near mature enough to handle industrial-scale applications and, as always, there was simply 
too much cybersecurity risk associated with implementing large connected systems. 

 

Figure 11: System Architecture 

The IoT Energy Management System converts energy from solar panels and wind turbines, enabling 
the management of increasingly inexpensive renewable sources[49]. Smart Grid takes in electricity supplied by 
these sources and distributes power as per the current number of households consuming power. Energy Storage 
Units (mostly batteries) are employed here to help maintain a continuous supply[50] — they can store the extra 
energy since production is so much higher in times of high generation for use when there is limited generation[51]. 
Energy Production, Consumption, and Storage are monitored in real-time through IoT Sensors that send 
information to a Central Control Unit (CCU) This data is then processed by the CCU, using Machine Learning 
algorithms to forecast energy demands and manage efficient distribution and storage of this power. Currently, IoT 
Sensor data is analysed in the CCU via Cloud Computing Services for scalable Data Storage and Processing to 
manage those vast amounts of datasets[52]. User Interface- Operators or End users to watch the system and initiate 
control. Meanwhile, the communication network allows data to be transmitted between system elements at all 
times through IoT and machine learning technologies will enable smart energy management of a distributed 
nature[53].  

It fractures the architecture into smaller, subtler sub-architectures; each responsible for a separate function or part 
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of the system. The overall system efficiency and functioning are provided by the collaboration of these sub-
architectures. 

 

Figure: 12 Energy Storage Integration with Renewable Sources and Smart Grids 

An energy management system using renewable and storage devices interfaced with a smart grid for efficient 
distribution of renewable across various loads. 

Pictured on the left are alternatives to non-renewable fossil fuels, known as Renewable Energy Sources including 
solar panels, wind turbines, hydroelectric power, and geothermal energy. These sources turn natural resources into 
electricity. It is then processed, controlled, and distributed by a modern electrical power grid that connects the 
computer or Smartphone to information devices. This is where the smart grid comes into play to respond instantly 
to variations in the demand and supply of energy resources.[54]. It also works with storage units to send excess 
energy in peak production periods or deliver stored energy when renewable generation is low. 

In the middle of this diagram, there is the Energy Storage Unit which plays an important role in sustaining 
a continuous power supply. Storage unit recovers surplus energy from renewable energy units and restore it when 
a requirement for electrical production.[55]. The system utilizes different types of energy storage technologies to 
cater to the needs of both: 

- Lithium-ion Batteries: This technology is commonly used because lithium-ion batteries have the highest energy 
densities, relatively long life, and efficiency convert an average amount of general renewable national vegetation. 

 Lead Acid batteries (an old battery technology but still widely used for an Un-Interruptible-Power-Supply 
or UPS) 

 Flow Batteries: As the name implies, these batteries store energy in liquid electrolytes and are ideal for 
large-scale storage applications. 

 Molten Salt Storage (heat exchangers) is seen as an energy storage solution, especially for solar thermal 
plants. It holds heat to make the electricity later on. 

Several emerging or alternative energy storage solutions, as well as other technologies. 

These range from renewable energy sources, and smart grids to different types of storage units for power 
generation and distribution – together they form a single coherent plant that manages the production 
flow/distribution efficiency/storage properties of clean global-scale utility-grade electricity. 
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Figure: 13 Machine Learning-Driven Data Analysis and Prediction Workflow 

The diagram below shows the data flows and decisions involved in an IoT-based energy management system, 
where many of these are real-time data ingest points, cloud storage locations, or machine-learning-based decision-
making elements presented to a form for user input. The data is being recorded and monitored in real time by the 
display of Real-Time Data Display on the left[56]. Such data can be collected through multiple IoT sensors 
situated throughout the energy system used to monitor metrics like how much electricity is produced, consumed, 
and/or stored. The system collects these data in real time to monitor the operational workflow and customized 
energy management. 

At the bottom of this live view is the Database on Cloud, where all the collected data is stored. Cloud computing 
services provide enough storage and computational resources that the system can easily manage large-scale data 
coming from IoT sensors. By saving data in the cloud, one can keep files without loading either hardware or 
software, allowing for seamless processing of large-sized datasets while simultaneously making reach at them 
simply with further applicable use[57]. Also, Machine Learning Implementation on Dataset gives an overview of 
how data stored in the cloud is to be processed from left. The dataset is then crunched by machine learning 
algorithms to discover patterns, forecast performance, and improve the system in many ways. For example, the 
system can know when energy use is at its lowest and store appropriate amounts of power for this period to 
improve efficiency[58]. A machine learning system decides whether it should take action autonomously and in 
real time. 

The Predictions on User Display then communicates the results of these machine learning predictions to the user. 
The interface makes it possible for the operators or end-users to see predictive vision about energy trends helping 
them monitor how well their system is doing and make necessary changes in case. The smarter diagram presents 
the three layers using IoT, cloud computing, and machine learning and how they form an integrated energy 
management system that is data-driven. 
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Figure: 14 IoT-Based Energy Storage and Monitoring System Architecture 

The diagram illustrates an IoT-based energy management system designed for data acquisition, storage, and 
processing. It consists of four key layers. Storage Units (Unit-1 to Unit-N) represent energy storage devices, such 
as batteries, monitored individually. Sensor Units are connected to each storage unit to continuously track 
parameters like voltage, current, and energy usage[59]. These sensors are linked to Micro-Controller Units (MCU-
1 to MCU-N), using platforms like Raspberry Pi or ESP-32, which locally process the sensor data before 
transmitting it to the cloud. In the Cloud and Processing layer, data is stored, aggregated, and analysed in real-
time, facilitating visualization and decision-making[60]. This cloud-based system leverages machine learning or 
predictive analytics to optimize energy management[61]. The architecture ensures efficient data flow from the 
storage units to the cloud, providing a comprehensive, real-time energy management solution. 

DISCUSSION AND RECOMMENDATIONS 
This paper aims to reveal the importance and promise of IoT-based predictive energy management systems for 
improving storage in sustainable and especially renewable energy scenarios[62], [63]. This, in turn, is an exemplar 
of the need for energy efficiency demand-side management and storage optimization to be more actively involved 
with how variable renewable sources like solar, and wind are cleaned[64], [65], [66]. The inherent variability of 
these energy sources necessitates smart management[67], a challenge that IoT-based solutions coupled with 
machine learning (ML), can tackle[68]. 

This conversation digs into the system architecture that has been developed to facilitate seamless data ingestion, 
processing, and analysis[69]. Storage Units, which track energy data from assets like batteries and power grids 
(monitored by Sensor Units) form the architecture's backbone[70]. They measure the fundamental data elements 
such as voltage, current temperature, and state of charge (SOC) for their role in being able to predict remaining 
useful life (RUL) of storage systems[71]. The raw data is pre-processed through the Micro-Controller Units 
(MCUs) before being sent to the cloud for further analysis using machine learning models like LSTM and CNN 
in predicting energy consumption patterns while optimizing energy storage as well[72]. 

In addition, the way these deals are conducted allows real-time data processing to be implemented and able to 
respond swiftly with mass energy flow[73]. When energy data is used to predict events, the types of savings in 
terms of efficiency and reduced waste shown above-become part and parcel with a more sustainable, resilient 
system[74]. 
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After discussion, the following recommendations can be considered: 

 Build Networks for IoT: Bring out robust and scalable networks so that the energy data flows smoothly 
and electricity consumption can be managed in real-time[75]. 

 Deploy Sophisticated Security Measures — Tackle IoT system-related cyber risks to safeguard 
confidential information[76]. 

 Incubate Additional AI & ML Solutions Bring in more use cases for the adoption of AI and machine 
learning-based models which can assist with better energy predictions to facilitate enhanced storage as 
well as consumption[77]. 

 Strengthen Renewables Combine Research efforts to further synergize with IoT systems and renewables, 
and improve the performance of Integration Development Grids[78]. 

Collaboration between governments, industry stakeholders, and academia is also essential to drive innovation, 
knowledge sharing, and best practice adoption in the IoT-enabled energy management sector. 

CONCLUSION 
The study maintains that IoT-based PEMS will play a critical role in the revolution of energy storage, 
consumption, and efficiency, especially renewables. Using advanced ML models that couple LSTM, CNN, etc., 
these systems can predict energy demand with high accuracy, optimize storage, and extend the life of a battery. 
This is incredibly important when dealing with renewable resources like solar and wind because they are so 
variable. But these hurdles need to be overcome for mass acceptance. A strong backbone of IoT infrastructure is 
needed to power reliable sensor networks and data transmission. All sensitive energy data should be secured and 
protected, in collaboration with regulatory entities. There are also numerous technical issues related to the 
integration of energy grids and systems, which must be solved for them to work together. By leveraging 
advancements in IoT, these solutions can effectively help to achieve global energy sustainability goals by 
integrating increased usage of renewable resources and decreasing the environmental footprint while creating a 
more robust system for managing our power requirements. This study further benchmarks to facilitate a more 
secure, -scalable, and intelligent energy management system having the capability of IoT ML-based systems. 

REFERENCES 
1. A. Q. Al-Shetwi, “Sustainable development of renewable energy integrated power sector: Trends, 

environmental impacts, and recent challenges,” Science of The Total Environment, vol. 822, p. 153645, 
May 2022, doi: 10.1016/J.SCITOTENV.2022.153645. 

2.  M. A. M. Sadeeq, M. A. M. Sadeeq, and S. Zeebaree, “Energy Management for Internet of Things via 
Distributed Systems,” Journal of Applied Science and Technology Trends, vol. 2, no. 02, pp. 80–92, Jul. 
2021, doi: 10.38094/jastt20285. 

3.  M. F. Tuysuz and R. Trestian, “From serendipity to sustainable green IoT: Technical, industrial and 
political perspective,” Computer Networks, vol. 182, p. 107469, Dec. 2020, doi: 
10.1016/J.COMNET.2020.107469. 

4.  P. McElwee et al., “The impact of interventions in the global land and agri-food sectors on Nature’s 
Contributions to People and the UN Sustainable Development Goals,” Glob Chang Biol, vol. 26, no. 9, 
pp. 4691–4721, Sep. 2020, doi: 10.1111/GCB.15219. 

5.  A. M. Adeyinka, O. C. Esan, A. O. Ijaola, and P. K. Farayibi, “Advancements in hybrid energy storage 
systems for enhancing renewable energy-to-grid integration,” Sustainable Energy Research 2024 11:1, 
vol. 11, no. 1, pp. 1–23, Jul. 2024, doi: 10.1186/S40807-024-00120-4. 

6.  W. Gorman, S. Jarvis, and D. Callaway, “Should I Stay Or Should I Go? The importance of electricity rate 
design for household defection from the power grid,” Appl Energy, vol. 262, p. 114494, Mar. 2020, doi: 
10.1016/J.APENERGY.2020.114494. 

7. M. S. Zantye et al., “THESEUS: A techno-economic design, integration and downselection framework for 
energy storage,” Energy Convers Manag, vol. 284, p. 116976, May 2023, doi: 
10.1016/J.ENCONMAN.2023.116976. 

8. M. U. Saleem et al., “Integrating Smart Energy Management System with Internet of Things and Cloud 
Computing for Efficient Demand Side Management in Smart Grids,” Energies 2023, Vol. 16, Page 4835, 
vol. 16, no. 12, p. 4835, Jun. 2023, doi: 10.3390/EN16124835. 

9. A. Al-Daileh, “Integrated scalable system for smart energy management,” 2021, Accessed: Oct. 19, 2024. 
[Online]. Available: https://ethos.bl.uk/OrderDetails.do?uin=uk.bl.ethos.877928 

10. K. Kumar Sharma, K. Verma, and P. Garg, “Evaluation of IoT-Enabled Energy Management Systems: 
Uncovering Sustainable Energy Storage Parameters and Their Significance,” J. Electrical Systems, vol. 
20, no. 5, pp. 2722–2736, 2024. 

11. “Energy Management System Market Size, Share | Report [2032].” Accessed: Oct. 19, 2024. [Online]. 
Available: https://www.fortunebusinessinsights.com/industry-reports/energy-management-system-



Frontiers in Health Informatics 
ISSN-Online: 2676-7104 

2024; Vol 13: Issue 8 

www.healthinformaticsjournal.com 

Open Access

2252 

 

 

market-101167 

12. V. Marinakis et al., “From big data to smart energy services: An application for intelligent energy 
management,” Future Generation Computer Systems, vol. 110, pp. 572–586, Sep. 2020, doi: 
10.1016/J.FUTURE.2018.04.062. 

13. A. Z. AL Shaqsi, K. Sopian, and A. Al-Hinai, “Review of energy storage services, applications, limitations, 
and benefits,” Energy Reports, vol. 6, pp. 288–306, Dec. 2020, doi: 10.1016/J.EGYR.2020.07.028. 

14. W. Yaïci, K. Krishnamurthy, E. Entchev, and M. Longo, “Recent Advances in Internet of Things (IoT) 
Infrastructures for Building Energy Systems: A Review,” Sensors 2021, Vol. 21, Page 2152, vol. 21, no. 
6, p. 2152, Mar. 2021, doi: 10.3390/S21062152. 

15. M. K. Mishu et al., “Prospective Efficient Ambient Energy Harvesting Sources for IoT-Equipped Sensor 
Applications,” Electronics 2020, Vol. 9, Page 1345, vol. 9, no. 9, p. 1345, Aug. 2020, doi: 
10.3390/ELECTRONICS9091345. 

16. T. Chen, M. Wang, J. Su, R. M. A. Ikram, and J. Li, “Application of Internet of Things (IoT) Technologies 
in Green Stormwater Infrastructure (GSI): A Bibliometric Review,” Sustainability 2023, Vol. 15, Page 
13317, vol. 15, no. 18, p. 13317, Sep. 2023, doi: 10.3390/SU151813317. 

17. M. Bilal, P. N. Bokoro, G. Sharma, and G. Pau, “A Cost-Effective Energy Management Approach for On-
Grid Charging of Plug-in Electric Vehicles Integrated with Hybrid Renewable Energy Sources,” Energies 
2024, Vol. 17, Page 4194, vol. 17, no. 16, p. 4194, Aug. 2024, doi: 10.3390/EN17164194. 

18. B. Zheng, X. Lin, X. Zhang, D. Wu, and K. Matyjaszewski, “Emerging Functional Porous Polymeric and 
Carbonaceous Materials for Environmental Treatment and Energy Storage,” Adv Funct Mater, vol. 30, no. 
41, p. 1907006, Oct. 2020, doi: 10.1002/ADFM.201907006. 

19. M. S. Aliero, K. N. Qureshi, M. F. Pasha, and G. Jeon, “Smart Home Energy Management Systems in 
Internet of Things networks for green cities demands and services,” Environ Technol Innov, vol. 22, p. 
101443, May 2021, doi: 10.1016/J.ETI.2021.101443. 

20. S. E. Bibri, “The IoT and Big Data Analytics for Smart Sustainable Cities: Enabling Technologies and 
Practical Applications,” Advances in Science, Technology and Innovation, pp. 191–226, 2020, doi: 
10.1007/978-3-030-41746-8_8. 

21. O. Vermesan et al., “Internet of Things strategic research and innovation Agenda,” Internet of Things 
Applications: From Research and Innovation to Market Deployment, pp. 7–142, Jun. 2014, doi: 
10.1201/9781003338659-2/INTERNET-THINGS-STRATEGIC-RESEARCH-INNOVATION-
AGENDA-OVIDIU-VERMESAN-PETER-FRIESS-PATRICK-GUILLEMIN-HARALD-
SUNDMAEKER-MARKUS-EISENHAUER-KLAUS-MOESSNER-FRANCK-LE-GALL-PHILIPPE-
COUSIN. 

22. G. Krishna, R. Singh, A. Gehlot, S. V. Akram, N. Priyadarshi, and B. Twala, “Digital Technology 
Implementation in Battery-Management Systems for Sustainable Energy Storage: Review, Challenges, 
and Recommendations,” Electronics 2022, Vol. 11, Page 2695, vol. 11, no. 17, p. 2695, Aug. 2022, doi: 
10.3390/ELECTRONICS11172695. 

23. V. Mittal, J. Bhatt, S. K. Chauhan, and P. Malik, “Intelligent Street Lighting System using LoRa Network 
and Pizeoelectric Sensors,” 7th International Conference on Trends in Electronics and Informatics, ICOEI 
2023 - Proceedings, pp. 77–81, 2023, doi: 10.1109/ICOEI56765.2023.10125870. 

24. Y. Bendriss, Y. Hamdaoui, and F. Guerouate, “An intelligent power distribution management with 
dynamic selection in smart building based on prosumers classification and an intelligent controller,” 
Lecture Notes in Networks and Systems, vol. 144, pp. 184–199, 2021, doi: 10.1007/978-3-030-53970-
2_18. 

25. T. Anees, Q. Habib, A. S. Al-Shamayleh, W. Khalil, M. A. Obaidat, and A. Akhunzada, “The Integration 
of WoT and Edge Computing: Issues and Challenges,” Sustainability 2023, Vol. 15, Page 5983, vol. 15, 
no. 7, p. 5983, Mar. 2023, doi: 10.3390/SU15075983. 

26. K. Dissanayake and D. Kularatna-Abeywardana, “Preliminary investigations of supercapacitor-driven 
solar energy for IoT and portable devices,” 2023 IEEE International Conference on Energy Technologies 
for Future Grids, ETFG 2023, 2023, doi: 10.1109/ETFG55873.2023.10407798. 

27. L. P. Oliveira, E. L. V. de Almeida, P. J. de Sousa Oliveira, and L. G. de Carvalho, “Assessment of the Use 
of Renewable Sources for Self-sustainability IoT Device Development,” Lecture Notes in Networks and 
Systems, vol. 661 LNNS, pp. 406–420, 2023, doi: 10.1007/978-3-031-29056-5_36. 

28. L. Jia, Z. Li, and Z. Hu, “Applications of the Internet of Things in Renewable Power Systems: A Survey,” 
Energies (Basel), vol. 17, no. 16, Aug. 2024, doi: 10.3390/EN17164160. 

29. O. U. R. Abbasi et al., “Energy management strategy based on renewables and battery energy storage 
system with IoT enabled energy monitoring,” Electrical Engineering, vol. 106, no. 3, pp. 3031–3043, Jun. 
2024, doi: 10.1007/S00202-023-02133-6/METRICS. 

30. A. H. E. Hoque, M. R. Ahmed, A. Barber, A. Rizqullah, A. Iqbal, and A. Khandakar, “Internet of Things 
Applications in Electric Vehicles—A Review,” Lecture Notes in Electrical Engineering, vol. 723 LNEE, 
pp. 315–322, 2021, doi: 10.1007/978-981-33-4080-0_30. 



Frontiers in Health Informatics 
ISSN-Online: 2676-7104 

2024; Vol 13: Issue 8 

www.healthinformaticsjournal.com 

Open Access

2253 

 

 

31. R. Golmohammadzadeh, F. Faraji, B. Jong, C. Pozo-Gonzalo, and P. C. Banerjee, “Current challenges and 
future opportunities toward recycling of spent lithium-ion batteries,” Renewable and Sustainable Energy 
Reviews, vol. 159, May 2022, doi: 10.1016/J.RSER.2022.112202. 

32. Z. Chen, C. B. Sivaparthipan, and B. A. Muthu, “IoT based smart and intelligent smart city energy 
optimization,” Sustainable Energy Technologies and Assessments, vol. 49, Feb. 2022, doi: 
10.1016/J.SETA.2021.101724. 

33. M. A. Sheba, D. E. A. Mansour, N. H. Abbasy, and G. E. M. Ali, “Intelligent Energy Management System 
for Off- Grid PV-Battery System using IIoT Device,” 2023 24th International Middle East Power System 
Conference, MEPCON 2023, 2023, doi: 10.1109/MEPCON58725.2023.10462402. 

34. I. Nuhin, M. A. Shariar, and M. Hasan, “Design of an IoT based power monitoring system model for a 
grid connected solar PV,” Article in International Journal of Advanced Technology and Engineering 
Exploration, 2022, doi: 10.19101/ijatee.2021.875084. 

35. T. Thi Kim Tuoi, N. Van Toan, and T. Ono, “Thermal energy harvester using ambient temperature 
fluctuations for self-powered wireless IoT sensing systems: A review,” Nano Energy, vol. 121, Mar. 2024, 
doi: 10.1016/J.NANOEN.2023.109186. 

36. C. Miguel. Costa, Renato. Gonçalves, and Senentxu. Lanceros-Méndez, “Sustainable energy storage in the 
scope of circular economy : advanced materials and device design,” p. 384, 2023. 

37. C. Miguel. Costa, Renato. Gonçalves, and Senentxu. Lanceros-Méndez, “Sustainable energy storage in the 
scope of circular economy : advanced materials and device design,” p. 384, 2023. 

38. N. Ravi Kumar et al., “Integration of Electric Vehicles, Renewable Energy Sources, and IoT for 
Sustainable Transportation and Energy Management: A Comprehensive Review and Future,” 
ieeexplore.ieee.orgNVA Ravikumar, RSS Nuvvula, PP Kumar, NH Haroon, UD Butkar, A Siddiqui2023 
12th International Conference on Renewable Energy Research, 2023•ieeexplore.ieee.org, pp. 505–511, 
2023, doi: 10.1109/ICRERA59003.2023.10269421. 

39. M. F. Ge, Y. Liu, X. Jiang, and J. Liu, “A review on state of health estimations and remaining useful life 
prognostics of lithium-ion batteries,” Measurement (Lond), vol. 174, Apr. 2021, doi: 
10.1016/J.MEASUREMENT.2021.109057. 

40. M. Karthik, S. Usha, S. Vishva, B. Tharunn, S. Ajith Kannan, and D. Venkatesh, “IoT based Optimal 
Energy Management System with Electricity Selling for Residential Applications,” Proceedings - 2024 
5th International Conference on Intelligent Communication Technologies and Virtual Mobile Networks, 
ICICV 2024, pp. 794–799, 2024, doi: 10.1109/ICICV62344.2024.00132. 

41. . Ra, A. Ghosh, and A. Bhattacharjee, “IoT-based smart energy management for solar vanadium redox 
flow battery powered switchable building glazing satisfying the HVAC system of EV charging stations,” 
Energy Convers Manag, vol. 281, Apr. 2023, doi: 10.1016/J.ENCONMAN.2023.116851. 

42. [42] H. M. H. Farh, A. Fathy, S. Iqbal, N. F. Alshammari, M. Shouran, and J. Massoud, “Smart and 
sustainable wireless electric vehicle charging strategy with renewable energy and internet of things 
integration,” mdpi.comS Iqbal, NF Alshammari, M Shouran, J MassoudSustainability, 2024•mdpi.com, 
vol. 16, no. 6, Mar. 2024, doi: 10.3390/su16062487. 

43. V. Correia, C. M. Costa, and S. Lanceros-Méndez, “Sustainable energy storage devices and device design 
for in the scope of internet of things,” Sustainable Energy Storage in the Scope of Circular Economy: 
Advanced Materials and Device Design, pp. 291–306, Apr. 2023, doi: 10.1002/9781119817741.CH11. 

44. C. Sivasankar, G. Saravanan, H. Pradeepa, V. Arun, and E. N. Ganesh, “Advancements in Sustainable 
Charging Infrastructure: Integrating Solar Energy and IoT for Smart E-Vehicle Charging Stations,” 
International Conference on Sustainable Communication Networks and Application, ICSCNA 2023 - 
Proceedings, pp. 311–315, 2023, doi: 10.1109/ICSCNA58489.2023.10370592. 

45. V. Galli et al., “A Coplanar Edible Rechargeable Battery with Enhanced Capacity,” Wiley Online LibraryV 
Galli, VF Annese, G Coco, P Cataldi, V Scribano, IK Ilic, A Athanassiou, M CaironiAdvanced Materials 
Technologies, 2024•Wiley Online Library, 2024, doi: 10.1002/admt.202400715. 

46. M. Sharan, P. Das, A. Malhotra, A. Karthikeyan, R. Kannan, and O. V. G. Swathika, “IoT-Based 
Prioritized Load Management Technique for PV Battery-Powered Building: Mini Review,” IoT and 
Analytics in Renewable Energy Systems (Volume 1): Sustainable Smart Grids and Renewable Energy 
Systems, pp. 275–280, Jan. 2023, doi: 10.1201/9781003331117-19/IOT-BASED-PRIORITIZED-LOAD-
MANAGEMENT-TECHNIQUE-PV-BATTERY-POWERED-BUILDING-MOHIT-SHARAN-
PRANTIKA-DAS-APURV-MALHOTRA-AAYUSH-KARTHIKEYAN-RAMANI-KANNAN-
GNANA-SWATHIKA. 

47. Z. Huang and G. Jin, “Navigating urban day-ahead energy management considering climate change toward 
using IoT enabled machine learning technique: Toward future sustainable urban,” Sustain Cities Soc, vol. 
101, Feb. 2024, doi: 10.1016/J.SCS.2023.105162. 

48. H. Sun, M. Yin, W. Wei, J. Li, H. Wang, and X. Jin, “MEMS based energy harvesting for the Internet of 
Things: a survey,” Microsystem Technologies, vol. 24, no. 7, pp. 2853–2869, Jul. 2018, doi: 
10.1007/S00542-018-3763-Z. 

49. S. Karad and R. Thakur, “Efficient monitoring and control of wind energy conversion systems using 



Frontiers in Health Informatics 
ISSN-Online: 2676-7104 

2024; Vol 13: Issue 8 

www.healthinformaticsjournal.com 

Open Access

2254 

 

 

Internet of things (IoT): a comprehensive review,” Environ Dev Sustain, vol. 23, no. 10, pp. 14197–14214, 
Oct. 2021, doi: 10.1007/S10668-021-01267-6/METRICS. 

50. K. M. Tan, T. S. Babu, V. K. Ramachandaramurthy, P. Kasinathan, S. G. Solanki, and S. K. Raveendran, 
“Empowering smart grid: A comprehensive review of energy storage technology and application with 
renewable energy integration,” J Energy Storage, vol. 39, p. 102591, Jul. 2021, doi: 
10.1016/J.EST.2021.102591. 

51. A. Z. AL Shaqsi, K. Sopian, and A. Al-Hinai, “Review of energy storage services, applications, limitations, 
and benefits,” Energy Reports, vol. 6, pp. 288–306, Dec. 2020, doi: 10.1016/J.EGYR.2020.07.028. 

52. G. P. Reddy, Y. V. P. Kumar, and M. K. Chakravarthi, “Communication Technologies for Interoperable 
Smart Microgrids in Urban Energy Community: A Broad Review of the State of the Art, Challenges, and 
Research Perspectives,” Sensors 2022, Vol. 22, Page 5881, vol. 22, no. 15, p. 5881, Aug. 2022, doi: 
10.3390/S22155881. 

53. F. Hussain, S. A. Hassan, R. Hussain, and E. Hossain, “Machine Learning for Resource Management in 
Cellular and IoT Networks: Potentials, Current Solutions, and Open Challenges,” IEEE Communications 
Surveys and Tutorials, vol. 22, no. 2, pp. 1251–1275, Apr. 2020, doi: 10.1109/COMST.2020.2964534. 

54. G. Dileep, “A survey on smart grid technologies and applications,” Renew Energy, vol. 146, pp. 2589–
2625, Feb. 2020, doi: 10.1016/J.RENENE.2019.08.092. 

55. M. Korpås and A. Botterud, “Optimality Conditions and Cost Recovery in Electricity Markets with 
Variable Renewable Energy and Energy Storage Working Paper Series”. 

56. M. D. Mudaliar and N. Sivakumar, “IoT based real time energy monitoring system using Raspberry Pi,” 
Internet of Things, vol. 12, p. 100292, Dec. 2020, doi: 10.1016/J.IOT.2020.100292. 

57. A. R. Pathak, M. Pandey, and S. S. Rautaray, “Approaches of enhancing interoperations among high 
performance computing and big data analytics via augmentation,” Cluster Comput, vol. 23, no. 2, pp. 953–
988, Jun. 2020, doi: 10.1007/S10586-019-02960-Y/METRICS. 

58. A. Sangswang and M. Konghirun, “Optimal Strategies in Home Energy Management System Integrating 
Solar Power, Energy Storage, and Vehicle-to-Grid for Grid Support and Energy Efficiency,” IEEE Trans 
Ind Appl, vol. 56, no. 5, pp. 5716–5728, Sep. 2020, doi: 10.1109/TIA.2020.2991652. 

59. Y. Y. Leow, C. A. Ooi, and M. N. Hamidi, “Performance evaluation of grid-connected power conversion 
systems integrated with real-time battery monitoring in a battery energy storage system,” Electrical 
Engineering, vol. 102, no. 1, pp. 245–258, Mar. 2020, doi: 10.1007/S00202-019-00865-Y/METRICS. 

60. A. Hassan and A. H. Mhmood, “Optimizing Network Performance, Automation, and Intelligent Decision-
Making through Real-Time Big Data Analytics,” International Journal of Responsible Artificial 
Intelligence, vol. 11, no. 8, pp. 12–22, Aug. 2021, Accessed: Oct. 20, 2024. [Online]. Available: 
http://neuralslate.com/index.php/Journal-of-Responsible-AI/article/view/63 

61. R. Indrakumari, T. Poongodi, P. Suresh, and B. Balamurugan, “The growing role of integrated and 
insightful big and real-time data analytics platforms,” Advances in Computers, vol. 117, no. 1, pp. 165–
186, Jan. 2020, doi: 10.1016/BS.ADCOM.2019.09.009. 

62. D. Saba, Y. Sahli, R. Maouedj, and A. Hadidi, “Energy Management Based on Internet of Things,” Studies 
in Systems, Decision and Control, vol. 335, pp. 349–372, 2021, doi: 10.1007/978-3-030-64987-6_20. 

63. P. Mishra and G. Singh, “Energy Management Systems in Sustainable Smart Cities Based on the Internet 
of Energy: A Technical Review,” Energies 2023, Vol. 16, Page 6903, vol. 16, no. 19, p. 6903, Sep. 2023, 
doi: 10.3390/EN16196903. 

64. L. Tronchin, M. Manfren, and B. Nastasi, “Energy efficiency, demand side management and energy 
storage technologies – A critical analysis of possible paths of integration in the built environment,” 
Renewable and Sustainable Energy Reviews, vol. 95, pp. 341–353, Nov. 2018, doi: 
10.1016/J.RSER.2018.06.060. 

65. G. G. Dranka, P. Ferreira, and A. I. F. Vaz, “Integrating supply and demand-side management in 
renewable-based energy systems,” Energy, vol. 232, p. 120978, Oct. 2021, doi: 
10.1016/J.ENERGY.2021.120978. 

66. G. Gilson Dranka, P. Ferreira, and A. I. F. Vaz, “Co-benefits between energy efficiency and demand-
response on renewable-based energy systems,” Renewable and Sustainable Energy Reviews, vol. 169, p. 
112936, Nov. 2022, doi: 10.1016/J.RSER.2022.112936. 

67. B. Zhou et al., “Smart home energy management systems: Concept, configurations, and scheduling 
strategies,” Renewable and Sustainable Energy Reviews, vol. 61, pp. 30–40, Aug. 2016, doi: 
10.1016/J.RSER.2016.03.047. 

68. F. Hussain, R. Hussain, S. A. Hassan, and E. Hossain, “Machine Learning in IoT Security: Current 
Solutions and Future Challenges,” IEEE Communications Surveys and Tutorials, vol. 22, no. 3, pp. 1686–
1721, Jul. 2020, doi: 10.1109/COMST.2020.2986444. 

69. M. F. Zia, E. Elbouchikhi, and M. Benbouzid, “Microgrids energy management systems: A critical review 
on methods, solutions, and prospects,” Appl Energy, vol. 222, pp. 1033–1055, Jul. 2018, doi: 
10.1016/J.APENERGY.2018.04.103. 



Frontiers in Health Informatics 
ISSN-Online: 2676-7104 

2024; Vol 13: Issue 8 

www.healthinformaticsjournal.com 

Open Access

2255 

 

 

70. G. Bedi, G. K. Venayagamoorthy, R. Singh, R. R. Brooks, and K. C. Wang, “Review of Internet of Things 
(IoT) in Electric Power and Energy Systems,” IEEE Internet Things J, vol. 5, no. 2, pp. 847–870, Apr. 
2018, doi: 10.1109/JIOT.2018.2802704. 

71. C. Liu, Q. Li, and K. Wang, “State-of-charge estimation and remaining useful life prediction of 
supercapacitors,” Renewable and Sustainable Energy Reviews, vol. 150, p. 111408, Oct. 2021, doi: 
10.1016/J.RSER.2021.111408. 

72. T. Islam, F. Rabbi, R. Ahmed, M. M. Rahman, and M. Ahmed, “IoT based air components collection for 
machine learning reinforcement,” 2022, Accessed: Oct. 20, 2024. [Online]. Available: 
https://dspace.bracu.ac.bd:8443/xmlui/handle/10361/23654 

73. K. Zhou, C. Fu, and S. Yang, “Big data driven smart energy management: From big data to big insights,” 
Renewable and Sustainable Energy Reviews, vol. 56, pp. 215–225, Apr. 2016, doi: 
10.1016/J.RSER.2015.11.050. 

74. S. Prowell et al., “Position Papers for the ASCR Workshop on Cybersecurity and Privacy for Scientific 
Computing Ecosystems,” Nov. 2021, doi: 10.2172/1843573. 

75. M. Dolatabadi, P. Siano, and A. Soroudi, “Assessing the Scalability and Privacy of Energy Communities 
by Using a Large-Scale Distributed and Parallel Real-Time Optimization,” IEEE Access, vol. 10, pp. 
69771–69787, 2022, doi: 10.1109/ACCESS.2022.3187204. 

76. B. Alamri, K. Crowley, and I. Richardson, “Cybersecurity Risk Management Framework for Blockchain 
Identity Management Systems in Health IoT,” Sensors 2023, Vol. 23, Page 218, vol. 23, no. 1, p. 218, 
Dec. 2022, doi: 10.3390/S23010218. 

77. S. Messaoud, O. Ben Ahmed, A. Bradai, and M. Atri, “Machine Learning Modelling-Powered IoT Systems 
for Smart Applications,” Lecture Notes on Data Engineering and Communications Technologies, vol. 67, 
pp. 185–212, 2021, doi: 10.1007/978-3-030-71172-6_8. 

78. F. Stephanie and L. Karl, “Incorporating Renewable Energy Systems for a New Era of Grid Stability,” 
Fusion of Multidisciplinary Research, An International Journal, vol. 1, no. 01, pp. 37–49, 2020, Accessed: 
Oct. 20, 2024. [Online]. Available: https://fusionproceedings.com/fmr/1/article/view/13 


